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 Information Sharing

1.
INTRODUCTION AND BACKGROUND

1.1 Protection for vulnerable people is only possible and support may only be appropriately co-ordinated if those forming judgements about necessary action have access to all the relevant information.

1.2 Effective multi agency safeguarding procedures therefore require personal information to be appropriately shared across those agencies involved in the investigation of alleged abuse and any subsequent protection planning. 

1.3 The need for agencies to draw up a common agreement relating to confidentiality ands setting out the principles relating to information sharing was clearly identified in “No Secrets” the statutory guidance published in 2000 governing the development and implementation of policies and procedures to protect vulnerable adults form abuse. 

1.4 This necessity was further emphasised in the ADSS “Safeguarding Adults: A National Framework for Standards for good practice and outcomes in adult protection work” published in 2005. The Caldicott report on patient identifiable information recognised that confidential patient information may need to be disclosed in the best interests of the patient in certain circumstances and with safeguards.

1.5 This Agreement is jointly approved by the agencies represented on the Camden Safeguarding Adults Partnership Board (see Appendix 1). Its purpose is to promote multi agency working in protecting vulnerable adults from abuse by setting out the ground rules for sharing information to which all partner agencies agree and encouraging all staff to lawfully share information based on the knowledge that an approved information sharing framework is in place. 

1.6 The Agreement should be used as a set of good practice standards that staff in the partner agencies need to meet in order to fulfil any duty of care which exists in relation to the sharing of personal information for the purposes of preventing or responding to the abuse of vulnerable adults.

1.7 The Agreement is approved by those senior officers with authority to bind their agencies to the principles and procedures set out within it.

1.8 The Agreement is consistent with and should be operated within the context of any higher level overarching Information Sharing Protocols which may be in place between the agencies who are party to this Agreement.

1.9 The Agreement will initially be reviewed by the Camden Safeguarding Vulnerable Adults Partnership Board six months from the date of implementation and thereafter on an annual basis.  

2.
LEGAL AND REGULATORY FRAMEWORK 

2.1
Much of the information needing to be shared in safeguarding work will be confidential and sensitive personal information and regulated by:

· the Data Protection Act 1998

· the common law duty of confidentiality

· the Human Rights Act 1998 and European Convention on Human Rights, in particular Article 8 (the right to respect for private and family life)

· the Access to Health Records Act 1990

· the Mental Capacity Act 2005

2.2 In addition there are a number of professional codes of conduct on confidentiality.

2.3 Confidentiality must not, however, be confused with secrecy and in certain circumstances it will be necessary to exchange or disclose personal information with or without the consent of the subject. 

2.4 The Data Protection Act does not define ‘consent’ but the test to determine the level of understanding of the individual could be based on an application of the ability to give consent in the EU directive on data protection, which defines consent as ‘any freely given specific and informed indication of his wishes by which the data subject signifies his agreement to personal data about him being processed’

2.5 Where disclosure is necessary to comply with a legal obligation imposed on an organisation by statute or by the courts, then the consent of the subject is not necessary. In other cases, public interest arguments may have to apply to the breach of confidence in order to prevent risk of injury or harm to vulnerable adults or to others.

2.6 Provisions of the Crime and Disorder Act 1998 encourage the effective sharing of material in the interests of reducing crime and disorder and complement the public interest obligation for public agencies to co-operate with the detection and prevention of serious crime. Section 115 of the Act allows any person, who otherwise would not have the power to disclose information to the police, local authority, probation or health authority and guidance form the Information Commissioner suggests that this power can be used to support anti-crime initiatives by these agencies generally.
2.7 There are statutory restrictions on passing on certain types of information concerned with venereal disease, human fertilisation and embryology and abortion. If it seems likely that information to be shared falls within any of these categories then further specialist advice should be sought.
3.
IMPLEMENTATION AND DISSEMINATION

Each partner organisation will be responsible for:

3.1 Disseminating the Agreement within their organisation and to any other relevant organisation with which it contracts to provide services to vulnerable adults.

3.2 Ensuring that all relevant members of staff have access to, understand and adhere to this Agreement and any other policies, procedures, protocols, practice guidances and codes of conduct relevant to confidentiality and information sharing.

3.3 Ensuring that any other relevant organisation with which it contracts to provide services to vulnerable adults are aware of, understand and adhere to the principles of sharing information to safeguard and protect vulnerable adults as set out in this Agreement and any other policies, procedures, protocols, practice guidances and codes of conduct relevant to confidentiality and information sharing.

3.4 Putting in place mechanisms to meet the standards and procedures outlined in the Agreement.

3.5 Ensuring that all relevant staff have been trained in the key principles of information sharing

3.6 Making copies of the Agreement available to users, carers and members of the public

3.7 monitoring and reviewing the implementation of the Agreement within their own organisation and any other organisation with which it contracts to provide services to vulnerable adults.

4.
UNDERLYING PRINCIPLES 

The following general principles will underpin the sharing of personal information for safeguarding purposes:

4.1 Organisations holding personal information which may need to be shared will be registered with the Information Commissioner.

4.2 Information will be collected, held and used in accordance with the Data Protection Act 1998, the Human Rights Act 1998 and Caldicott requirements.

4.3 Where it is necessary to exchange or disclose personal information this will be done in accordance with the Data Protection Act where this applies and any other relevant legislation. 

4.4 Information will be stored and shared using secure methods which protect privacy and prevent risk of unauthorised access.

4.5 Agencies will ensure that the information they share with partners is accurate and up to date. 

4.6 Information given to an organisation will be shared only on a “need to know” basis (i.e. the minimum information consistent with the purpose for sharing) and when it is in the best interests of the vulnerable adult.

4.7 Agencies accept their duty of confidentiality and in requesting or releasing information from partner agencies all staff will respect this responsibility.

4.8 Confidentiality must not be confused with secrecy.

4.9 Agencies, or individual workers within them, will not give assurances of absolute confidentiality in cases where there are concerns about abuse, particularly when other vulnerable people may be at risk.

4.10 Decisions about who needs to know and what needs to be known will be taken on a case by case basis, within agency policies and the constraints of the legal framework. 

4.11 Decisions made to share personal information will normally be made with the consent of the person to whom it relates. Workers will seek to obtain informed consent to the sharing of information but, if this is not possible and either the individual or other vulnerable adults are at risk, it may be necessary to dispense with this requirement. 

4.12 Decisions to share information without consent will be made by the organisation and not one individual acting on their own. Agencies will therefore have in place appropriate mechanisms for making these decisions including seeking legal advice where necessary.  

4.13 People about whom information may be shared will be advised why and with whom it is to be shared, unless there are circumstances in which this would pose a risk to them or to others or public interest arguments apply.

4.14 Where information, or a referral, comes from another person who chooses to remain anonymous, or wishes for their identity to remain confidential, that wish will be respected if possible. However, every effort will be made to encourage referrers to identify themselves so that they can be contacted if necessary. This is particularly relevant if the referrer is providing evidence relating to a possible or alleged crime. If necessary, a decision will be taken to override the person’s wish for anonymity in order to investigate the alleged abuse properly and protect the interests of the vulnerable adult involved or other vulnerable adults who may be potentially at risk of abuse.

4.15 Principles of confidentiality designed to safeguard and promote the interests of service users/patients must also not be confused with those designed to protect the management interests of the organisation. These have a legitimate role but must never be allowed to conflict with the interests of service users/patients.  If it appears that such confidentiality rules may be operating against the interests of vulnerable adults, then a duty arises to make a full disclosure in the public interest. 

Individuals Lacking Capacity to Consent

4.16 The rules about disclosure without consent apply to adults who lack mental capacity and are incapable of making a decision or managing their own affairs.  Disclosure of personal information about individuals lacking the mental capacity to give or withhold consent will therefore be dealt with case by case, will be for a limited purpose and will be on a need-to-know basis.

4.17 An assessment will be made in each case of whether the individual is capable of giving ‘informed consent’ that is, whether they have the capacity to understand the nature of giving consent and can make a decision to give it or not. This will be done in accordance with the requirements, principles and Code of Practice of the Mental Capacity Act and with any relevant policy and procedures by which the person making the assessment is bound.

4.18 Where the individual is assessed as lacking the capacity to give informed consent to the disclosure of information, then the way in which this assessment was made and the evidence for it must be clearly noted, and the implications considered. To comply with the Act, clearly prescribed processes must be followed and are subject to legal scrutiny and challenge. The decision maker is therefore accountable in a much more formal and transparent way than previously.

4.19 There are certain specific situations in which a third party will have a legal right of access to information held about the individual e.g. where an Independent Mental Capacity Advocate (IMCA) has been instructed in an adult protection decision making situation.

4.20 Where appropriate, consent to disclose personal information will  always be obtained from any person with the legal authority to make decisions on behalf of the individual, for example as a Court of Protection Deputy or through holding a registered Enduring Power of Attorney or Lasting Power of Attorney. 

5.
INFORMATION NEEDING TO BE SHARED

5.1
The following personal and/or sensitive information may need to be shared for the purposes of screening, verifying and investigating concerns or allegations about abuse of a vulnerable adult or for drawing up a plan to prevent further abuse or risk of abuse to that individual or to others:

· “Personal data” which identifies the alleged victim(s) or alleged perpetrator(s) of the abuse e.g. name, address, date of birth.

· “Sensitive data” such as gender, religion, ethnicity, of the alleged victim(s) or perpetrator(s). 

· Reasons why there are concerns about abuse or details of alleged incident(s) of abuse.

· Information about the physical or mental health or behaviour of the alleged victim(s) or perpetrator(s).

· Reports of medical examinations undertaken as part of the safeguarding procedures to investigate and/or protect the vulnerable adult(s).

· Details of other people in the alleged victim’s or alleged perpetrator’s family or social network.

· Historical information held in records about the alleged victim(s) or alleged perpetrator(s) that may be relevant to the current safeguarding work e.g. previous concerns and allegations/outcomes.

· Personal data which identifies professionals involved with the alleged victim(s) or alleged perpetrator(s).

6.
METHODS FOR SHARING INFORMATION

Personally identifiable information may be shared in a variety of ways:

6.1
Internal and external postal arrangements

Any information shared in this way must be sent confidentially and securely e.g. secure internal postal systems or special external delivery arrangements that can ensure the material reaches only those to whom it is sent.  

6.2
Face to face or telephone communication

Anyone giving information in this way must verify the identity of the person they are giving it to and that they are giving it to someone authorised to have access to it. The information must be given in a setting that prevents if being overheard by anyone who should not have access to it. A record should be made of the information given, to whom, how verified and by which method. 

6.3
Facsimiles and Textphones

These should be sent to fax/textphone numbers which have been verified as belonging to the person or organisation that is authorised to receive this information. Fax/textphone machines used for this purpose should be located in safe and secure environments and not in places where the information could be picked up by anyone not entitled to receive it. The person to whom the information is being sent should be notified that the fax/textphone message is about to be sent and should make arrangements for themselves or someone acting on their behalf to be present to receive it when it arrives. 

6.4
Electronic mail

Information will only be shared in this way through a secure network or encrypted email. Non secure or non encrypted personal information should never be sent via email as it could be intercepted on the open web.

6.5
Shared databases/electronic case records

Information stored electronically and to which staff in partner agencies have shared access will be used in accordance with agreed policies and guidance in relation to the recording of information, security of information and authorised access levels.

7.
RETENTION OF INFORMATION RECEIVED

Personal data should be held only for as long as is necessary for the purpose for which it was collected.

Information received from partner organisations will be kept for as long as may be necessary to carry out duties and responsibilities under the safeguarding procedures or to protect the individual or others from abuse.

The duration will be decided on a case by case basis and in accordance with the organisation’s Retention and Destruction policies.

[End]

Appendix 1

Camden Safeguarding Adults Board

Member Organisations
1
Camden Council

2
Camden Primary Care Trust

3
Camden and Islington NHS Foundation Trust 

4
   Care Quality Commission
5
Metropolitan Police

6
National Probation Service

7
London Fire Brigade
8
 Camden Voluntary Sector
9
University College London Hospitals NHS Foundation Trust

10
Royal Free Hospital NHS Trust

11.      North London Sector (NCL) NHS Commissioning Body
Appendix 2
The 8 Data Protection Principles

The Data Protection Act 1998 governs the protection and use of personal data. It sets out standards which must be satisfied when obtaining, recording, holding, using or disposing of personal data. 

These are summarised by the 8 Data Protection Principles below. Under the key principles of the Act, personal data must be:

Principle1 – Processed fairly and lawfully
There should be no surprises – data subjects should be informed about why information about them is being collected, what it will be used for and who it may be shared with.

Principle 2- Obtained and processed for specified purposes
Only use personal information for the purpose(s) for which it was obtained, and ensure that it is not processed in any other manner that would be incompatible with that purpose(s).
Principle 3 – Adequate, relevant and not excessive
Only collect and keep the information you require. It is not acceptable to collect information that you do not need. Do not collect information `just in case it might be useful one day`

Principle 4 – accurate and up to date
Have in place mechanisms for ensuring that information is accurate and up to date. Take care when inputting to ensure accuracy and have local procedures in place to manage requests for information to be amended.

Principle 5 – Not kept for longer than is necessary
The legislation within the area you are working in, will often state how long documents should be kept. Information should be disposed of in accordance to your organisation\s disposal policy.
Principle 6 – Processed in accordance with the rights of the data subject under the Act
These rights include the right to:

· Make subject requests

· Prevent the processing of data which is likely to cause them substantial damage or substantial distress.

· Prevent processing for the purposes of direct marketing

· Be informed about automated decision making processes that affect them.

· Prevent significant decisions that affect them from being made solely by automated processes.

· Seek compensation if they suffer damage or distress through contravention of the Act.
Appendix 3 – Information sharing flowchart


































(Source: HM Government: Information Sharing Pocket Guide)
Appendix 4
Seven Golden Rules for Staff on Information Sharing

1. Remember that the Data Protection act is not a barrier to sharing information but provides a framework to ensure that personal information about living persons is shared appropriately

2. Be open and honest with the person ( and/or their family where appropriate) from the outset about why, what, how and with whom information will, or could be shared, and seek their agreement, unless it is unsafe or inappropriate to do so.

3. Seek advice if you are in any doubt, without disclosing the identity of the person where possible.

4. Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. You may still share information without consent if, in your judgement, that lack of consent can be overridden in the public interest. You will need to base your judgement on the facts of the case.
5. Consider safety and well – being: Base your information sharing decisions on considerations of the safety and well-being of the person and others who may be affected by their actions.

6. Necessary, proportionate, relevant, accurate, timely and secure. Ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate and up-to-date, is shared in a timely fashion, and is shared securely.

7. Keep a record of your decision and the reasons for it – whether it is to share information or not. If you decide to share, then record what you have shared, with whom and for what purpose.

(Source: HM Government: Information Sharing Pocket Guide)
[End]
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You are asked to or wish to share information





Is there a legitimate and lawful purpose for sharing?





Yes
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Can the person be identified?
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Seek advice





Not sure
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Is the information confidential?





Yes
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Do you have consent?





No





Yes





Do you have a court order, legal power or statutory obligation to share?





No





You can share





You can share





Is there sufficient public interest to share the information? Seek senior management advice before sharing information on this basis.





No





Yes





Share information:


Identify how much information to share and the relevance


Ensure you are getting the right information to the right person


Ensure you are sharing the information securely


Inform the person that the information has been shared if they were not aware of this and it would not create or increase risk of harm





Record information sharing decision, what information is going to be shared and your reasons in line with your agency’s procedures
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